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Abstract— The main purpose of the presented paper is to establish a secure way by integrating the biological characteristic as a key with 
cryptographic applications. A binary string is generated reliably from genuine fingerprint conventions. That key is generated from a subject’s 
fingerprint image with the aid of SDK, which do not reveal the key. The reproduction of that key depends on the equivalent biometric 
fingerprint. That’s why the general key distribution problem is always refer to the task of distributing secret keys between communicating 
parties to provide security properties such as secrecy and authentication.  

A novel technique is introduced to exchange personal biometric fingerprint (payload) as a symmetric key in secrecy using Secure Hash 
Algorithm 1 which is working as a cryptographic hash function - one way to produce 20-bytes hash value known as a message digest.  
Then the asymmetric cryptosystem is used to transport that key in a safe way to the other parties. Once they have the key the much faster 
symmetric encryption can used to exchange the actual data intended to be transferred. So that key management plays a fundamental role 
in cryptography as the basis for securing cryptographic methods. In this paper, the problem of sharing this kind of keys is addressed. Many 
experiments were done to assure the results and it is proven that extracting any information about the bio-key and/or from the encrypted 
data is hard for any eavesdroppers with computational resources.  

Index Terms— Biometric, Cryptography, Hash Algorithm, Secrecy, Authentication, And Key Management And Distribution. 
 

——————————      —————————— 

1 INTRODUCTION
iometrics and cryptography are two tools which have 
high potential for providing information security and 
privacy. A combination of these two can eliminate their 

individual shortages. Cryptobiometric systems combine tech-
niques from biometrics and cryptography for these purposes, 
and more interestingly, to obtain biometrics based crypto-
graphic keys. 
  

A biometric is defined as a unique, measurable, biological 
characteristic or trait for automatically recognizing or verify-
ing the identity of a human being. Statistically analyzing these 
biological characteristics has become well known as the sci-
ence of biometrics. Nowadays, biometric technologies are typ-
ically used to analyze human characteristics for security pur-
poses. Five of the most common physical biometric patterns 
analyzed for security purposes are the fingerprint, hand, iris, 
face, and voice. This research presents the Human fingerprints 
which are detailed, unique, difficult to alter, and durable over 
the life of an individual, making them suitable as long-term 
markers of human identity. Biometric methodology for au-
thentication is appealing because of its handiness and possibil-
ity to offer security with non- denial. However, additional 
hardware such as biometric scanners and sophisticated soft-
ware for feature extraction and biometric template matching 
are required if biometric methodology is to provide security 
for protecting sensitive data such as personal health, military, 
financial information, ….. etc [1] . 

 
Cryptographic methodology, on the other hand, ties data 

protection mathematically by the Key that is utilized to protect 
that data. This allows a data owner to have complete control 
over one’s personal information without relying on, or relin-
quishing control to, a third party authority. The protection of 
personal sensitive information is also not tied to sophisticated 

software and hardware systems that may need constant 
patches. In cryptography, SHA-1 (Secure Hash Algorithm 1) is 
a cryptographic hash function designed by the United States 
National Security Agency and is a U.S. Federal Information 
Processing Standard published by the United States. SHA-1 
produces a 160-bit (20-byte) hash value known as a message 
digest. A SHA-1 hash value is typically rendered as a hexadec-
imal number, 40 digits long [2]. Key management is the man-
agement of cryptographic keys in a cryptosystem. This in-
cludes dealing with the generation, exchange, storage, use, 
and replacement of keys. Key management concerns keys at 
the user level, either between users or systems. This is in con-
trast to key scheduling; key scheduling typically refers to the 
internal handling of key material within the operation of a 
cipher. Successful key management is critical to the security of 
a cryptosystem. In practice it is arguably the most difficult 
aspect f cryptography because it involves system policy, user 
training, organizational and departmental interactions, and 
coordination between all of these elements [3, 4]. 

 
As of that short introduction an establishing cryptographic 

keys from personal biometrics is the focal point here and the 
outline of this paper is as follows. In section 2 an introduction 
to biometric systems, how to extract the friction ridges of a 
human finger and elaborate on their applicability to the securi-
ty problem are presented. Section 3 and 4 presents the keys’ 
generation using SHA-1 with examples. Sections 5 presents 
the merger between biometrics and cryptography and how the 
biometric key distribution with confidentiality and authentica-
tion while section 6 presents some experiments with results 
then in section 7 summarization of several challenges. Finally, 
last section introduces the conclusion and it provides future 
directions for this important and emerging issue. 
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2 RELATED WORK 
Biometric and cryptography could become complemen-

tary to each other. It is reasonable and feasible to incorporate 
biometric into the cryptographic infrastructure. Soutar et al. 
proposed a key-binding algorithm using correlation-based 
fingerprint matching method. In the algorithm, a cryptograph-
ic key and the corresponding user’s fingerprint image are 
bound at the enrollment stage. Key retrieval process is pro-
tected by fingerprint verification. Correct keys can only be 
released upon successful authentication. If the biometric au-
thentication fails, an ‘authentication failed’ message will be 
returned. However the downside of this scheme is obvious. 
The biometric verification and cryptographic component are 
decoupled which result in that cryptographic key can be 
achieved easily attackers bypass the biometric security mod-
ule. In addition, their work is based on the unrealistic condi-
tion that the query fingerprint impression and template are 
perfectly aligned. No performance evaluation was reported in 
literature [5-7]. 

 
Fuzzy extractor is a type of key generating approach de-

signed to convert noisy data, e.g. biometric features, into cryp-
tographic keys. It is a combination of a primitive called a Se-
cure Sketch and a Strong Randomness Extractor. The Secure 
Sketch generates public help data which are related to the in-
put but does not reveal biometric information. The Random-
ness Extractor is used to map the non-uniform input to a uni-
formly distributed string, in order to achieve the maximum 
information entropy [8].  

 
Juels and Sudan proposed a cryptographic construction 

called fuzzy vault construct. The authors presented its applica-
tion for fingerprint-based security system, called fingerprint 
fuzzy vault. The general idea is to hide the cryptographic key 
in a scrambled list which is composed of genuine fingerprint 
features and fabricated chaff features. The security strength of 
the fuzzy vault is based on the infeasibility of the polynomial 
reconstruction problem [9].  

 
Ueshige and Sakurai proposed a one-time authentication 

protocol which can create biometric authentication based se-
cure sessions. In this protocol, a one-time transformation is 
generated which is unique to the session. This transformation 
is applied to the stored templates as well as to the fresh bio-
metric data. The comparison between the two transformed 
templates is carried out to establish the authenticity of the sub-
ject [10].  

 
Bringer et al. employed the Goldwasser-Micali cryptosys-

tem for biometric authentication. This system allows the bio-
metric comparison to be carried out in the encrypted domain. 
In order to protect the privacy, the system makes sure that the 
biometric data stored in the database cannot be explicitly 
linked to any user identity, but it only detects whether the 
data belonging to an identity is present in the database [11].  

 
Barni et al. proposed a scheme for privacy preserving au-

thentication based on fingerprints. This scheme employs the 

ElGamal cryptosystem which facilitates biometric comparison 
in encrypted domain [12]. Upmanyu et al. proposed a blind 
authentication protocol which is also based on homomorphic 
encryption. The drawback of these authentication protocols is 
that they can only authenticate the subject. But they cannot 
produce the cryptographic keys required for secure communi-
cation [13]. 

 
The “Secure Ad-hoc Pairing with Biometrics: SAfE” proto-

col proposed by Buhan et al. employs the fuzzy extractor 
scheme and can be used to establish a secure link between two 
parties. This protocol is different than the others described 
above because it does not involve a biometric template data-
base or server. However, the drawback of this protocol is that 
it shares the biometric data between the two parties and re-
quires mutual trust among them. It also requires a secure 
channel for exchanging the biometric data [14].  

 
Recently, Mwema et al. proposed a model that involves a 

two-step enrollment and authentication of fingerprints while 
encrypting fingerprint templates with encryption keys derived 
from other biometric fingerprint templates before archiving 
them to a database.  That system was implemented using Java, 
developed on Netbeans 8.0 IDE, MySQL RDBMS was used for 
backend database and utilized Source AFIS java library 
framework for fingerprint verification and identification and 
the test results were carried out to determine the system’s effi-
cacy [15].  

 
With the whole infrastructure in place, the framework is 

there to validate the party you are communicating with and 
make sure no one eavesdrops. However, it is very important 
to be careful with all private keys that are used in the whole 
infrastructure. If any of the private keys falls into the wrong 
hands, the trust is gone. Make sure that when you as a user 
have a private key it is properly protected. Usually software 
provides a password mechanism to protect your private key 
[16-23]. Although it might seem a nuisance to fill out a pass-
word often to use a key (for example a certificate for email 
signing) it is required to keep the whole trust working. If your 
private key falls into the wrong hands, all your communica-
tion will no longer be secure. In the next section, how to ex-
tract features from a fingerprint and how it works. 

3 RECOGNIZING BIOMETRIC FINGERPRINT 
FUNCTIONALITY 
Biometrics are the measurable biological (anatomical and 

physiological) or behavioral characteristics used for identifica-
tion of an individual. Fingerprinting will remain a reliable 
form of security even as you age. Iris and facial recognition in 
particular cannot overcome feature changes so; the fingerprint 
will stand the test of time which is a great advantage with re-
spect to the others. The recovery of fingerprints from a crime 
scene is an important method of forensic science.  

The analysis of fingerprints for matching purposes gener-
ally requires the comparison of several features of the print 
pattern. These include patterns, which are aggregate charac-
teristics of ridges, and minutia points, which are unique fea-
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tures found within the patterns. It is also necessary to know 
the structure and properties of human skin in order to success-
fully employ some of the imaging technologies. The three 
basic patterns of fingerprint ridges are the loop, whorl and 
arch which constitute 60–65%, 30–35% and 5% of all finger-
prints respectively [24]: 

 
Arch: The ridges enter from one side of the finger, rise in the 

center forming an arc, and then exit the other side of 
the finger. 

Loop: The ridges enter from one side of a finger, form a 
curve, and then exit on that same side. 

Whorl: Ridges form circularly around a central point on the 
finger. 

 
Other common fingerprint patterns include the tented 

arch, the plain arch, and the central pocket loop. The ma-
jor minutia features of fingerprint ridges are ridge ending, 
bifurcation, and short ridge (or dot) as shown in Figure 1. The 
ridge ending is the point at which a ridge terminates. Bifurca-
tions are points at which a single ridge splits into two ridges. 
Short ridges (or dots) are ridges which are significantly shorter 
than the average ridge length on the fingerprint. Minutiae and 
patterns are very important in the analysis of fingerprints 
since no two fingers have been shown to be identical so far. 

 
 
 
 
 
 
 
 

Figure.1  The Major Minutia Features of Fingerprint 
 

To acquire a fingerprint as an image a scanner system is 
exploited which needs to get an image of your finger. No im-
age of a fingerprint is ever saved, only a series of numbers (a 
binary code), which is used for verification. The algorithm 
cannot be reconverted to an image, so no one can duplicate 
your fingerprints as shown in Figure 2. 

 
 

 
 

 
 
 
 
 

Figure.2  A Binary Code for a Biometrics Fingerprint  
 
The fingerprint Software Development Kit (SDK) is used 

which is a groundbreaking fingerprint recognition SDK that 
provides a flexible platform for the development and pro-
gramming of biometric fingerprint recognition into any appli-
cation. So far, preparing the fingerprint image from the feature 
extractor process stage was a major issue of generating sym-
metric-key. Next section presents how to convert that image 

into a cryptography key. 

4 CALCULATING THE ONE-WAY HASHING SHA-1 
CODE IN PARALLEL 
The Secure Hash Algorithm is a family of cryptographic 

hash functions published by the National Institute of Stand-
ards and Technology (NIST) as a U.S. Federal Information 
Processing Standard (FIPS). Secure hashes are designed to be 
tamper-proof so a properly designed secure hash func-
tion changes its output radically with a tiny single bit changes 
to the input data, even if those changes are malicious and in-
tended to cheat the hash [25]. A given hash uniquely repre-
sents a file, or any arbitrary collection of data and here in this 
paper the data is the biometric fingerprint. This is a 160-bit 
SHA-1 hash you're looking at above, so it can represent at 
most 2160 unique items as shown in Figure 3. The ideal crypto-
graphic hash function has four main properties which are 
achieved in SHA-1: 

 
• it is easy to compute the hash value for any given 

message 
• it is infeasible to generate a message from its hash 
• it is infeasible to modify a message without changing 

the hash 
• it is infeasible to find two different messages with the 

same hash. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure.3   The Block Diagram of SHA-1 
 
 
 
 
 
 
 
 
 
 
 
Figure.4  The One-Way Hash for Secure Password  

Storage   
So, as the name implies, a one-way hash is non-reversible. 

Hashes are generally used for information validation. For in-
stance, imagine that one have a database populated with user 
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passwords as shown in Figure 4. One may not want to store 
them in plaintext, but you still need a way of authenticating a 
user who enters her credentials into a login form. So, you store 
the password in hashed format. When the user enters his 
password in plaintext, you can hash it and compare the value 
to the hashed password stored in the database. 

 
As one can see, there is no key involved in creating a 

hashed value. A hashing algorithm always generates the same 
value from a plaintext input, but the original message can 
never be determined from a hash. 

5 PUBLIC-KEY DISTRIBUTION OF SECRET KEYS (KEY 
MANAGEMENT) 
Cryptography is the science of writing in secret code and 

is an ancient art; the first documented use of cryptography in 
writing dates back to circa 1900 B.C. when an Egyptian scribe 
used non-standard hieroglyphs in an inscription [26, 27]. Some 
experts argue that cryptography appeared spontaneously 
sometime after writing was invented, with applications rang-
ing from diplomatic missives to war-time battle plans. It is no 
surprise, then, that new forms of cryptography came soon af-
ter the widespread development of computer communica-
tions. In data and telecommunications, cryptography is neces-
sary when communicating over any untrusted medium, which 
includes just about any network, particularly the Internet. 

 
Within the context of any application-to-application com-

munication, there are some specific security requirements, 
including: 

 
• Authentication: The process of proving one's identity. 

(The primary forms of host-to-host authentication on the 
Internet today are name-based or address-based, both of 
which are notoriously weak.) 

• Privacy/Confidentiality: Ensuring that no one can read 
the message except the intended receiver. 

• Integrity: Assuring the receiver that the received mes-
sage has not been altered in any way from the original. 

• Non-Repudiation: A mechanism to prove that the sender 
really sent this message. 

 
Cryptography, then, not only protects data from theft or 

alteration, but can also be used for user authentication. There 
are, in general, three types of cryptographic schemes typically 
used to accomplish these goals: secret key (or symmetric) 
cryptography, public-key (or asymmetric) cryptography, and 
hash functions. In all cases, the initial unencrypted data is re-
ferred to as plaintext. It is encrypted into ciphertext, which 
will in turn (usually) be decrypted into usable plaintext. 

 
5.1     SYMMETRIC CRYPTOSYSTEM 

This is the most common and straightforward type of en-
cryption. Both the creator and the recipient of a message share 
a secret key that they use to encrypt and decrypt the message 
as shown in Figure 5. However, if the key is compromised, so 

is the integrity of the message. 
 
 
 
 
 
 
 
 
 
 
 
 

Figure.5   The EHMC Symmetric Cryptosystem 
 
Common sense suggests that a simple plaintext key is vul-

nerable. One way of avoiding this vulnerability is to use a 
hashed version of the key to encrypt and decrypt the message. 
There are two kinds of symmetric algorithms; block ciphers 
and stream ciphers. A block cipher will take, for example, a 
256-bit block of plain text and output a 256-bit block of en-
crypted text. The cipher works on blocks of a fixed length, 
usually 64 or 128 bits at a time, depending on the algorithm. If 
the unencrypted message is greater than the required length, 
the algorithm will break it down into 64 or 128-bit chunks and 
XOR each chunk with the preceding chunk.  

 
A stream cipher, on the other hand, generates a pseu-

dorandom “keystream”, similar in concept to the one-time 
pads used by intelligence officers during World War II. A 
stream cipher algorithm works on small chunks of bits, 
XORing them with bits from the keystream instead of with 
previous chunks of the message. 

 
From a security perspective, stream ciphers generally per-

form much faster, and are less resource intensive than block 
ciphers, but are far more vulnerable to attack. Although, both 
kinds are fast but had a main disadvantage which is the needs 
of a pre-communication between parties to exchange the keys 
in secrecy. In the presented model the Enhanced Hill Multi-
media Cryptosystem (EHMC) algorithm is used [28] as de-
scribed below. 

5.1.1 CRYPTOGRAPHIC ALGORITHM EHMC 
Once the key is conscript, each character is mapped to a 

unique character using a linear transformation.  If the only 
constraint is that the key should be a square matrix and in-
vertable, its size is unlimited. 
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5.2 ASYMMETRIC CRYPTOSYSTEM 
With a symmetric cipher, both parties share a common 

key. Asymmetric encryption, on the other hand, requires two 
different keys that are pre-mathematically related. One of the 
keys is shared by both parties, and can be made in public. This 
is known, appropriately, as a public key. The other key is kept 
secret by one of the two parties, and is therefore called a pri-
vate key. The combination of public and private key is de-
scribed as a “key pair” as shown in Figure 6.  

 
 
 
 
 
 
 
 
 
 
 
 

Figure.6  The MSPC Asymmetric Cryptosystem 
 
 

Consider that example. Bob wants to send a secured mes-
sage to Nancy. He encrypts the message using Nancy’s public 
key. This means it must be decrypted using Nancy’s private 
key, which only she knows. The pre-mathematically related of 
Nancy’s public key and private key constitutes is the key pair. 
In the presented model the Multimedia Staircase Probabilistic 
Cryptosystem (MSPC) algorithm is used [29] as described be-
low. 

5.2.1 CRYPTOGRAPHIC ALGORITHM MSPC 
The mathematical structure of MSPC can be implemented 

using the following formulas: 
 
 
 
 
 
 
 
 
After the encrypted file is being sent to the owner of the 

public-keys, she/he is the only person who is capable to de-
crypt this file and her/his ultimate goal is to obtain which ini-
tial seeds had been selected during the encryption procedure.  
To decrypt, one must perform the following sequence of steps 
backwards correctly to reconstruct the original plaintext: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

6 THE MERGER BETWEEN BIOMETRICS AND 
CRYPTOGRAPHY SCENARIO 
The use of the symmetric cryptosystem is fast, but a so-

phisticated key is needed to make it safe and distribute it to 
the other party so they can decrypt the message. So, that key 
can be generated from a biometric fingerprint to work as a key 
in the symmetric encryption [30-34]. Then asymmetric cryp-
tosystem is used to transport that key in a safe way to the oth-
er party. Once the other party has the key, the much faster 
symmetric encryption (about 1500 times faster than asymmet-
ric encryption) can be used to exchange the actual data re-
quired to be transferred. 

 
Parties A and B want to exchange data in a safe way. Both 
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parties have the public key of their key pair publicly available 
as shown in Figure 7. Communication would go just like that: 
A: Retrieve the public key of party B. Maybe from a website or 
in a mail they received from party B before. 
A: Generate a biometric fingerprint key that can be used for 
symmetric encryption later on. 
A: Make a message with the symmetric key as the content and 
encrypt it with B's public key which is slow. The message can 
now only be read by B, A or anyone else can't read it. 
A: Send the message to B. 
B: Receive the message from A. 
B: Use the private key (key pair relationship) to decode the 
message received from A.  
B now has the content of the encrypted message from A.  

So both B and A now have the same biometric fingerprint 
key that was generated by A to use for the fast symmetric en-
cryption. 

 
 
 
 
 
 
 
 
 
 
 
 

Figure.7   Exchanging Biometric Keys in Secrecy 
 
After this initial exchange A and B can continue communi-

cation by using the quick symmetric encryption, without other 
parties knowing to the key. 

7 EXPERIMENTAL RESULTS 
To evaluate the proposed model, it is tested on a number 

of multimedia files which is the most common via communi-
cation channels then some security analysis has been per-
formed as shown for the text as shown in Figure 8 and image 
as shown in Figure 9 respectively. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 8.  Plaintext and its Ciphertext Respectively 
Figure 8 shows the plaintext and its ciphertext and its his-

togram respectively. It’s clear from the histogram of the ci-

phertext is completely different from the histogram of the 
plaintext and does not provide any useful information to em-
ploy statistical attack and achieved: 

 
1. Complex Management: Managing an excess of encryp-

tion keys in millions. 
2. Security Issues: Vulnerability of keys from outside 

hackers/malicious insiders. 
3. Data Availability: Ensuring data accessibility for au-

thorized users. 
4. Scalability: Supporting multiple databases, applica-

tions and standards. 
5. Governance: Defining policy driven, access, control 

and protection for data. 
6. User Benefits: Easy and secure communication with in-

ternal and external partners. 
 

 
 
 
 
 
 
 
 

Figure 9.  Original and its Corresponding Encrypted Im-
ages with its Histogram 

 
So, one of the main fields of interest in cryptography is the 

design and analysis of encryption schemes in the public-key 
setting (PKE schemes) that are secure against a very strong 
type of attacks - indistinguishability against chosen-ciphertext 
attacks (IND-CCA), as one can’t extract any information from 
the ciphertext due to the secret Bio-key that was managed be-
fore. 

6 CHALLENGES OF KEY MANAGEMENT 
Some security analysis has been performed on the pro-

posed system, including the most important ones like Bio-key 
space analysis, Bio-key sensitivity analysis, and statistical 
analysis, to demonstrate that the proposed method has good 
security features [35-39]. 

 
Bio-Key Space Analysis  

For an effective cryptosystem, the key space should be 
large enough to make brute-force attack infeasible. The secret 
key space in the proposed system is 160 bits. So this is proof 
that the proposed cryptosystem is good at resisting brute-force 
attack. 

 
Bio-Key Sensitivity  

To evaluate the key sensitivity feature of the proposed 
method, a one bit change is made in the secret key and then 
used it to decrypt the encrypted document. The decrypted 
document with the wrong key is completely different when it 
is compared with the decrypted document by using the cor-
rect key. It is the conclusion that the proposed system is highly 
sensitive to the Bio-key, even an almost perfect guess of the 
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key does not reveal any information about the plaintext. 
 

Statistical Analysis  
Statistical attack is a commonly used method in cryptanal-

ysis and hence an effective cryptosystem should be robust 
against any statistical attack. Calculating the histogram and 
the correlation between the neighbors in the source and in the 
encrypted are the statistical analysis to prove the strong of the 
proposed system against any statistical attack. 

6 CONCLUSIONS AND FUTURE WORK: 
Key management plays a fundamental role in cryptog-

raphy as the basis securing cryptographic techniques. So, in 
this paper the most difficult problem for combining cryptog-
raphy and biometrics is discussed: how to generate a string 
from the unique biometric in such a way that it can be re-
voked. It has shown how to generate keys robustly from fin-
gerprint biometric measurements which produces long 
enough keys 160 bits; it can produce different keys for differ-
ent applications, so that an attack on one does not give an at-
tack on others.   

 
The system here utilizes both symmetric-key and public-

key cryptographic algorithms. The symmetric key algorithm 
EHMC is used for data encryption/decryption and the public 
key algorithm MSPC is used for encrypting the Bio-secret key 
before performing any key distribution (i.e. utilized symmetric 
and asymmetric algorithm to complement the weaknesses of 
each other). Successful key management is critical to the secu-
rity of a cryptosystem which is achieved here. The system 
might be entitled as key encapsulation mechanisms (KEMs). 

 
As a Bottom line for future work, the presented model 

could be implemented into a single hardware chip like the 
FPGA (Field Programmable Gates Array) and of course the 
processing  will be faster and in real-time but unfortunately 
costly.  Therefore, this chip can be applied to improve the 
speed of networking communications. 
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